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This supplementary submission concerns the Inezllig Services Legislation Amendment
Bill 2011 (Cth) (hereafter, the Bill). It brieflydairesses the points made in the Attorney-

General's Department’s supplementary submission.

1. Definition of foreign intelligence under the ASIO Act [Item 3]

The Attorney-General’s Department’s supplementatynsssion does not seem to make any
additional points in relation to this matter that aot made already in the EM to the BiIll. It
does not address the particular concern expresstn iCastan Centre’s submission that the
non-state threats to which the Department refensldvtypically be captured by the existing
definition of “foreign intelligence”, which refer® foreign political organisations. Nothing
either in the EM or in the Department’s supplemgngubmission explains what threat is
posed to Australia by foreign individuals or orgations that arenot foreign political

organisations.

2. Foreign intelligence warrants under the ASIO Act [Item 7]

The Attorney-General's Department’s supplementampnsssion does not address the
particular concerns raised by the Castan Centrgdsgssion, either about the potential the
amendment has to open up spying on a wider rangeistfalians, such as those involved in
non-political foreign organisations whose actiatimight have implications for Australia’s

foreign relations or economic wellbeing (of whiabspible examples might be the Wikileaks

organisatior, or foreign firms competing with Australian firmespectively).

The Department makes the point that ASIO’s ac#sitare confined to Australia. That is
true but does not address the concerns raiseceiC#istan Centre submission. Australians

who are located overseas from time to time cornedpwith people and organisations in

! The Castan Centre submission mentioned the ptissithiat these amendments could expose those who a
involved with Wikileaks — including Australians e ASIO’s intelligence gathering. This possibilitashbeen
reiterated in the previous section of this suppletagy submission. This use of Wikileaks as an exargnot
based on any knowledge of the motivations or pseEesf the government or Department. Nor doesreitige
original submission or this supplementary submissiopute such a motivation. It is the case, rathieat
Wikileaks is a very obvious example of a foreigr I@n-political organisation whose activities habve
potential to affect Australia’s foreign relatior{i. was, in fact, the first such example that ocedrto the author
of the Castan Centre submission, within thirty selsoor so of him turning his mind to the questidn o
examples.)



Australia. That correspondence, which currently Moot be subject to interception by
ASIO, might become so under these amendments. Algstralians who work for or with

foreign non-political organisations from time teng return to Australia. Currently, while in
Australia they would not generally be subject tol@Spying upon them. Under these
amendments, that could well change if by spyinglem ASIO could collect intelligence

concerning the organisation for which such a pergorks.

3. Principlesthat should govern the activities of Australian intelligence services

It is understandably not the role of the Departmintdefend government policy. The
Department’s supplementary submission, howevers doa& seem to articulate a clear
principle behind government policy in relation tast particular Bill. This is evident in three

ways.

First, the Department does not address the potehése amendments have for involving
ASIO directly in economic or industrial espionagéis appears to be a significant change in
ASIO’s functions, which seems to need justificatidfy instead, it is the view of the
government that ASIO already has such a functiod,the amendments would simply make
this more explicit in the legislation, that reasanshould at least be clearly set out.

Second, the Department does not address the pauh in the Castan Centre submission
that, under these amendments, the threshold tatates ASIO’s scrutiny of Australians
who work overseas or are connected to non-politmadrseas organisatichsvould be
weaker than that which applies to agencies unadnthlligence Services Act 2001. That Act
requires the relevant Minister to be satisfied oframge of matters before granting
authorisation for the collection of intelligenceriaéning to an Australian oversea3hat the
person is engaged in activity that would merelyedffAustralia’s foreign relations, or
economic wellbeing, is not one of those groundsdésdrthese amendments, however, ASIO
could collect intelligence within Australia that rpns to Australians overseas, or to
Australians with connections to non-political f@meiorganisations, without having to satisfy

the same criteria.

2 As explained in the Castan Centre submissionfuntider in section 2 of this supplementary subroissi

3 Sections 8, 9.



This lowering of the standards governing the paaérfor spying by Australia upon
Australians is concerning in itself, given thatgeneral a democratic government should
interact with its citizenry openly rather than bgrdestine means. It also sets a worrying
precedent for the future dilution of the standatiaut in thdntelligence Services Act 2001 —
and this worry is not purely hypothetical, giver #ippeal to uniformity made both in the EM

for this Bill and the Department’s supplementarigraission.

This leads to the third respect in which the Deparit's submission fails to articulate a
clear policy on the role and limits of intelligengathering. At pages 1 and 2 the
supplementary submission states that, without thenaiments, there would be potential gaps
in Australia’s intelligence coverage. Undoubtedhatt is true. The whole purpose of the
regulation of ASIO and like agencies is to limitlbéhe means and the targets of intelligence
collection. In particular, both théustralian Security Intelligence Act 1979 and the
Intelligence Services Act 2001 place limits on the collection of intelligence rimoor about
Australians.These limits are well-motivated. The ‘gaps’ are there for a reason. Although
these limits of necessity are stated in the drytaotnical language of statutes, they express
the important principle that the Australian statewdd not, without good reason, spy upon its
own citizens. The amendments threaten the diludibthis principle, by very significantly
expanding ASIO’s capacity to collect intelligend®oat Australians in the ways described in
the Castan Centre’s submission, and reiteratedisnsupplementary submission. The ‘gaps’
that the amendments would remove are aspects -aggermodest aspects, but aspects

nevertheless — diberty anddemocracy.

4. Immunity provisionsin thelS Act and Criminal Code [Items 19 and 26]

The Department, in its supplementary submissioggests that the function of items 19 and
26 is not to entrench the existing immunity promns, but rather to guide any future

interpretation of their operation.

If the principle inSaraswati v R*, to which the Department refers, applies, then the
amendment would seem simply to be an abundancaution, as the relevant interpretive
principle already provides that a general futuracément will not override a specific existing

%(1991) 100 ALR 193, 204 (per Gaudron J).



statutory immunity. It is still not clear that, dse Department puts it at page 4, the
amendments “would ensure that any such limitatioh the immunity] cannot be done

inadvertently”, as the application of an interpretiprinciple will always depend upon the
details of the particular legislative provisionsrgeinterpreted. The Department is correct,
however, when it says at page 4 that the amendeatg operate to affect the question of

precedence between overlapping provisions in retesases”.



